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CENTRE OF EXCELLENCE MANHAZ —
MANAGEMENT OF HEALTH AND ENVIRONMENTAL HAZARDS

The EU Centre of Excellence MANHAZ (Man- Warsaw The consortium of institutions began realisa-
agement of Health and Environmental Hazards) wetion of the project in the mid of 2006. The Ingtitwof
established in 2003 in the Institute of Atomic Enein  Atomic Energy is responsible for two parts of tlys-s
Swierk. tem dealing with modelling of radiological and chem
cal. The radiological part is being implementedilyi
with the Material Research Laboratory of the It
of Atomic Energy.

The mission of the Centre of Excellence
MANHAZ is to provide leadership, expertise and inte
gration of efforts related to risk assessment tif/dies
involving hazardous substances in Poland. The ma The main objective of the project is the deve-
areas of activities CoE MANHAZ cover variety of lopment of a prototype of the new advanced, integra

problems related to development and practical implesystem of modules and data that:
mentation of recommended methodologies, procedur~~
guides, computer programs and data bases for the
lowing four groups of problems:

determines emergency zones based on simulations
of the dispersion of hazardous nuclear, biological,
and chemical materials released to the atmosphere

1. Management of major accident hazards — advanc and water bodies in urban areas,
tools and information systems for supporting au- provides essential information on required resour
thorities in the management of risks and emergent ces, such as search and rescue teams, equipment,
situations due to technological hazards. medical assistance, food, evacuation and shelter,
2. Management of chemical hazard$ating toemis- needed in case of emergency situation,
sion of chemicals, their transport and transforme-  has access to all the necessary databases and GIS
tion in the environment, environmental and healt based information, which can be distributed geo-
risk assessment: models, data bases, stand al graphically among different urban services,
computer programs and systems for health and e- enables co-ordination of emergency action in-real
vironmental risks assessment and decision making time based on reliable system for information ex-
3. Risk assessment of fuel cycles of electrical grow change and interoperability capabilities among
generation, including externalities different systems.
4. Tools for radiological risk assessment and dagis

In particular it concerns:

making for close and distant accidents.

The MANHAZ Centre acts also a Technical

Support Organization for the Centre for Radiolobica

The Centre is getting involved in a number of pro Events of the National Atomic Energy Agency and is
jects on infrastructure security management in f®bla involved in the integrated project EURANOS “Europe-

an approach to nuclear and radiological emergency

development of computer aided decision suppomanagement and rehabilitation strategies”.

system for crises management in the agglomeratic
of Warsaw;

customization of existing methodologies for sécur
ty vulnerability assessment of chemical installa-
tions in Poland;
GIS based decision support systems for crisis m[1]
naging chemical, radiological or terrorist emergen
cies — cooperation with the National Defence

) . 2
University. (2]

In 2007 one of the most important tasks of th 3]

Centre was related to the participation in the ameti
project on:Hazard models for urban agglomeration
and crisis management system exemplified by tlye cit
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The staff of the Centre has been also engaged in

the development of environmental systems for man-
agement of air quality.
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SYSTEM SECURITY RISK ANALYSIS

M. Borysiewicz
Institute of Atomic Energy

The industry and operators of various element ¢ Threat-based approaches focus on how an adversa-
critical infrastructure face the important needatsess ry could exploit technical aspects of a system.(e.g
whether current security measures effectively askdre inherent vulnerabilities, poor configuration of kegm-
the new and unforeseen threats, and make enhanponents), as well as non-technical aspects of yke s
ments as required to provide for the safety ofpthielic, tem’s operational environment, to produce adverse
workers, and the environment. Security risk managteffects. Analysis, rather than assessment, preddasn
ment involves the systematic identification, analys in a threat-based approach.
treatment (e.g., mitigation, acceptance, transfagni-
toring, and communication of risk. Key componerits o
a security risk management process are risk asaliysi
which a system, its components, and their relakiqnss
are analyzed with respect to threats and vulnétiabil
risk assessment, in which the level of risk is dateed
based on analysis and a well-defined approachetttiid Mission- or objective-based approaches focus on
fying and assigning values to risk factors, inchgdi the missions or business objectives that must be
possible consequences or impacts of threats; akd r achieved, despite the presence of threats. A missio
communication, in which the results of a risk asbased approach includes identification of busiffiess-
sessment are translated into terms that are mdahingtions and how those functions relate to (e.g., ddpe
to decision-makers. upon, impose requirements on) systems and their be-

Security incidents are intentional, rather thani-acc havior.

dental, which is a key basis to understanding @ h The an analytical portion of these approacheslis ca
ards, likelihood, and possible consequences. T$le riled a Security Vulnerability Analysis (SVA). Theakd
that is being analyzed to solve security issuesns ing institutions and organizations (e.g. Center for
expression of the likelihood that a defined thredt  Chemical Process Safety - CCPS) dealing with chemi-
reach a specific vulnerability of a particular atttive cal process safety) created the SVA methodology to
target or combination of targets to cause a gt help companies to evaluate the vulnerability ofirthe
consequences. chemical sites to terrorist attack or other malisiacts.
Methods available to SVAs can have varying scopes,
varying levels of detail, and utilize different rhetls.

Asset-based approaches focus on the assets that
must be protected from threats. An asset-basedbappr
ach includes identification of system components, a
well as analysis of their interconnections and depe
dencies.

The estimate of consequenaeay be different in
magnitude or scope than is normally anticipated fc
accidental releases. In the case of security evexts The SVA approach can also applied to informa-
versaries are determined (sometimes at all cast)d  tion/cyber security, where the objective of is totpct
vulnerabilities and to maximize damage. In additioncritical information systems including hardwareftso
theft or diversion of chemicals is normally not sme- ware, infrastructure, and data from loss, theftdam-
red in accidental release studies, but should tleded age. In a chemical facility, protecting informatiand
in security studies. computer networks means more than safeguarding a
company's proprietary information and keeping the
business running, as important as those goalstaso
means protecting chemical processes from hazardous
disruptions and preventing unwanted chemical releas
To an adversary, information and network access can
provide the power to harm the company, its emplsyee
and the community at large.

A second unique term of interest is vulnerability,
which is any weakness that can be exploited bydan a
versary to gain unauthorized access to an asséteklfu
abilities can result from, but are not limited toan-
agement practices, physical security weaknesses,
operational factors.

A variety of approaches to system security risl

analysis and risk assessment have been taken: A analysis of SVA methodologies and approaches

to SVA based security management in chemical peoces
Policy-based approaches focus on security reqindustry, the related information/cyber securitydan

irements, as stated in organizational Policy domisje Industrial Control System were studied by the aytimo

or in applicable regulations or standards. Failtoe the framework of the project on integrated methiods

meet a requirement — typically, to implement a #fmec major accidents . risk and security implement ie th

safeguard — constitutes a potential source of fisk. period 2005- 2007 by the Central Institute of Labo

a policy-based approach, the consequences of sLProtection n Warsaw

a failure are analyzed and assessed.
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POLLUTANT AIR CONCENTRATION PREDICTION SYSTEM
FOR URBAN AGGLOMERATIONS

M. BorysiewicZ', S. Potempski, W. KacprzyKk
Ynstitute of Atomic Energy
?|nstitute of Environmental Protection, Warsaw, Ruala

The aim of the project 3 TO9D 017 28 supporteitices. The subsystems were developed for processing
by the Ministry of Science and Higher Education aniraw emission inventarisation data into input fovegi
implemented in the period 2005 -2007 by the Institu computation grids for further processing in thenas-
of Environmental Protection in cooperation with thepheric pollutant transport and transformation mibaig!
Centre of Excellence MANHAZ in the Institute of subsystem; A meteorological modelling subsystem (3)
Atomic Energy was to develop an integrated pollutarimplementing MM5 and WRF models for mezoscale
air concentration prediction system for urban agglo and local meteorological parameter forecastingintak
eration (SPSZP-Ag) for predicting air quality, aimal  into account the characteristics of urban areasais-
ing emission events and accidental releases amd-cal port and transformation modelling subsystem
lating contaminant transport, including secondasg-c PMTTZ/CMAQ (4) simultaneously taking into account
tamination and analysis of selected areas, takibg i many pollutants in air in many space scales, inolyd
account ozone, dust, NOSQ, heavy metals and haz- the urban agglomeration scale, enabling the siiomat
ardous substances. According to adopted assumptio of all important chemical and physical processéis-in
the SPSZP-Ag system was designed largely on the beencing the transport, transformation and depositibn
of calculation systems developed for the U.S. Em4r pollutants in air using emission in meteorologicaid-
mental Protection Agency, namely CMAQ (transporels and adapting tools for microscale calculations
calculations and pollutant transformation in thmas- (ENVI-met model) and for the pollutant transport fo
phere) and SMOKE (source inventarisation and emi:street canyons (OSPAM program); An urban commu-
sion calculations), as well as on the base of meteo nity health hazard estimation subsystem PON/APEX,
logical models MM5 and WRF. linked with PMTTZ/CMAQ (5). The subsystem is
based on the Pollutant Air Pollutants Exposure rh¢de
APEX) developed for the US EPA. The SPSZP-Ag
includes I0/API tools for input and output processi
and for calculation results visualization (PAVE).

State-of-the-art solutions for emission and trans
port modelling and pollutant transformation calciala
systems, as well as solutions for space informatic
techniques and integration of calculation modelsewe
implemented during the development of the SPSZP-A The SPSZP-Ag system enables to simultaneously
system. The prototype software for the SPSZP-Ag sy analyze emissions and transport for many pollutants
tem was implemented on the Beowulf cluster runnin many space scales (from local to urban agglomeratio
under the Linux operating system in the Centre xf E to regional), taking into account the coupling Kafris-
cellence MANHAZ and using the MPI package forport models and chemical transformations to the dy-
parallel computing. namics of the atmosphere. SPSZP-Ag was used to
. i . simulate the pollutant distribution in air for setied
The following five subsystems were developed ir” .~ = o . .

X emission scenarios in the Warsaw agglomerationgusin
the frames of the SPSZP-Ag system. Two versions ~ .~ . ; . . .
emission data delivered by the Mazovian Voivodeship

emission modelling subsystems: an advanced °'Environmental Protection Inspectorate. More informa
(EMS/SMOKE) (1) basing on the concepts and Stru(tion on SPSZP-Ag is available at the Web site:

ture of SMOKE and a simplified one (2), better edit htto:/Awww2. cvf.aov bl/spszp-a
for the present Polish emission inventarisationcpra b -CY1-gov.plispszp-ag.
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THE SIMULATIONS OF EMERGENCY SITUATIONS
CAUSED BY ACTS OF TERROR WITH THE USAGE OF TOXIC
OR RADIOACTIVE SUBSTANCES IN URBAN AREAS

M. Borysiewicz, L. Czerski, J. Dyczewski, . Garang, A. Kozubal, S. Potempski, A. Wasiuk,
H. Jedrzejec, H. Wojciechowicz
Institute of Atomic Energy

The Centre of Excellence MANHAZ is engaged in The implementation of the subsystem for chemical
a project aiming at the development of system far m emergencies will be based on the following elements
nagement of crisis situation arisen due to chemical -  databases of physical-chemical substances,
radiological releases in urban areas [1]. - intervention levels linked to substances database
basic scenarios for selected substances or groups
of substances depending on the type of release,
storing and transportation conditions,
adaptive part of scenario depending on meteorolo-
gical conditions and localization of source of rele
ase,
emergency simulator,
simulation results presented on digital mapshin t
form of emergency zones.

A general concept for developing modules fo
chemical and radiological emergencies is basedchen t
following assumptions:

- the main aim of the simulation modules of chemi”
cal and radiological emergency situation is detel
mining emergency zones, taking into account pc
ssible consequences for various types of hazards,

- the simulators to determine emergency zone
should be as fast as possible.

The basic scenarios will be calculated using either
the Unified Model for Pollutant Dispersion in Atmo-
sphere (UPDMA) or well known Hazard Prediction and
Assessment Capability (HPAC) code. In principle the

Therefore the main idea is to include as many ele
ments of the system as possible into databases frc
which they can be fast and easily extracted. Totme

these requirements, the system should contain ay Mé| i approach is similar to that one used in tHiesite

pre-defined scenarios as possible. In case oferaal- ) . .
: .. Consequence Analysis Guidance for the Risk Manage-
gency these scenarios have to be adapted taking il o
ment Program, however it is significantly extended

account the current conditions. Such an approaeh € much greater number of different scenarios. All the

bles fast estimation of emergency zones, howevtr wi . : .
. . . results of pre-calculated scenarios with differevgte-
possible lost of precision. Nevertheless in emergen . . R
. : . orological conditions taking into account a numbér
response context the most important is to deterthiae ; - .
. .~ _special parameterizations for urban agglomeratidh w
areas where some countermeasures like evacuation . .
be stored in databases. It is also planned to aauty

sheltering have to be_ apphed_ as fast. as posﬁleleon CFD (Computational Fluid Dynamics)calculations éor
dly the databases will contain also informatiorated . : .
- i . , set of particularly vulnerable locations of Warsaw
to decision making process like pre-defined tasis f ) L
order to verify the simplified approach.

rescue teams linked to appropriate templates aiscri

situation. This will allow building step by step The proposed approach depends on two factors:

knowledge database, causing that the system cdm-evc-  the proper choice of basic scenarios (in paricul

tionally change its character from typical “commanc how many pre-calculated cases should be included

and control” type to the expert system. into database),

- the proper identification of crisis situation whi
corresponds to good parameterization of pre-
defined scenarios.

Then for each type of hazard it is necessary:

- to develop simulation module to make prognosi
of the situation,

- toinclude into databases data requested to perfo The solution is to build gradually huge enough da-
simulations, tabases, which will be useful in the future. Analogly

- to define decision templates and tasks for anapproach will be applied for the radiological pafrthe
rescue teams and urban services. system.

Such a general approach allows for generalizatic References
and unification of the logical model and utilizatiof [1] M. Borysiewicz et al., IAE Report B-22 (2007)
some formal programming techniques. (in Polish)
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SPATIAL PLANNING OF PREVENTING
AND ABATEMENT MEASURES
IN THE CONTEXT OF MAJOR ACCIDENTS

M. Borysiewicz
Institute of Atomic Energy

The report on Spatial Planning of Preventing The Guidelines cover the following important top-
and Abatement Measure$l] with recommendations ics: role of land use planning in major accidensk r
on Spatial Planning Measures and Land Use Plans imanagement, principles and consideration of aafditi
cusing on issues of major industrial accidents pr@s  technical measures, hazard and risk assessment meth
pared by M. Borysiewicz as a part of his involvetrien odologies and criteria, database of land use phanni
the Rivershield Project [2] coordinated by the ilmé¢  scenarios and risk assessment data, modeling atid en
of Environment Protection in Warsaw. The RIVERpoints as well as environmental risk assessmeni-met
SHIELD Project is implemented under the EU Com ods.
munity Initiative INTERREG 1l B CADSES
Neighbourhood Programme by the Institute of Envi
ronmental Protection (IEP) from Warsaw. The subjec
of the Polish part of this Project is the Oder Rifthe
Odra River) in the Lubuskie Region. It is expectieat
the project will strengthen the capacity of emeryen
and environmental services engaged in the proce
directed at the reduction of the effects of potntidu-
strial accidents.

The experts from the Lubuskie Region prepared
an expertise onRisk Analysis of the Major Industrial
Accidents in the Lubuskie Region as the Elemetiteof
Documentation concerning the Spatial Planriing
which together with the report d8patial Planning of
Preventing and Abatement Measuresiill provide
rationales for proposals of modification of cutréand
use plans in the Lubuskie Region in Poland.

. S References
The re.porF [1] consists of thBuidelines for L_and [1] M. Borysiewicz, Spatial Planning of Preventimyga
Use Planning in the context of the Seveso Il Divect Abatement Measures, Institute of Environmental Pro-
and 4 attachments: tection, Warsaw (2007)
A. Relevant Steps in Major Accidents Quantitative[2] M. Borysiewicz, W. Kacprzyk, The RIVER SHIELD
Risk Assessment Process. Project — management of the risk form industsiater

B. Environmental Risk Assessment pollution, Environmental Protection and Natural Re-
' ' source, ser. 30 (2006)

C. HSE's Current Approach to Land Use Plannln[s] M. Borysiewicz, Proc. of International Seminar o

(LUP) Policy and Practice. . o Industrial Accidents, 25-27 September 2007, Usirzyk
D. Planning Assessment Method Using Sensitivityelse Dolne — Jedlicze, Poland

and 2 D Decision Matrix for Land Use Planning.
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ANNUAL REPORT 2007

DIRECT COSTS OF NUCLEAR TREATIES,
AGREEMENTS AND AGENCIES

M. Borysiewicz, I. Garanty, A. Kozubal
Institute of Atomic Energy

The technical report [1] and the dedicated websitce

http://manhaz.cyf.gov.pl/manhaz/ind.php?ff=projects
are the main tangible results of the project TWE&ETR

DICNT

implemented in Centre of Excellencee

MANHAZ.

The contents of the technical report covers the fo

lowing groups of problems:

Inventory of International Nonproliferation Or- '
ganizations & Regimes: International treaties
Treaties, conventions & agreements related to tt
IAEA’s work; Treaties, conventions & agreement:
under IAEA auspices; Safety & Security; Science
& Technology; Safeguards & Verification; Or-
ganization & Cooperative Agreements.

The safeguards system of the International Atomi
Energy Agency including: Legal Basis of Agency
Safeguards; Evolution of the Safeguards Syste
1991 — 2005; Measures to Strengthen the Saf
guards System, 1991-2005.

Problems of safeguards system implementation.
Safeguards current status.

Financing IAEA verifications of the NPT.

Cost of implementation of nonproliferation regime
in states including: U.S. Financial Support to Meet

Expanding the nonproliferation regime on a diffe-
rent financial basidAEA Safeguards expenditures
and resources.

EURATOM, including: Operation of the
EURATOM safeguards office; EURATOM safe-
guards resources (budget, staff resources and safe-
guards equipment).

FUSION energy, including externalities and proli-
feration implications of thermonuclear-fusion
energy systems: Risk assessment of fusion rese-
arch; Technical points related to thermonuclear
weapons and their proliferation; Nuclear Weapons
Proliferation Issues of Thermonuclear-Fusion
Energy Systems; Common proliferation implica-
tions of all fusion energy systems; Neutron abun-
dance: Fusion-fission hybrids and plutonium bre-
eders; Tritium abundance: Boosted-fission and pu-
re-fusion nuclear weapons; Dedicated nuclear we-
apons materials production facilities; Latent ther-
monuclear proliferation; Induced nuclear prolifera-
tion; Specific proliferation implications of ineati
confinement fusion (ICF): Nuclear weapon-effects
research, Driving force of spin-off technologies,
Declassification and latent proliferation.

Safeguards Obligations of IAEA; US FY 2006 References

Budget request for Defense Nuclear Nonproliferalll

tion; Case of Poland.
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THE CALCULATION MODELS FOR ASSESSMENT OF TERRORIST
THREATS IN AQUEOUS ENVIRONMENT AND URBAN POTABLE
WATER DISTRIBUTION NETWORK

M. Borysiewicz, £. Czerski, J. Dyczewski, |. Garang, A. Kozubal, S. Potempski, A.Wasiuk,
H. Wojciechowicz
Institute of Atomic Energy

The modeling two most essential cases of watcequal to the sum of fluxes of the particulate aihdted
contamination threat, the surface waters and thek-dr toxicants at the bottom boundary.
ing water distribution system was considered [lje T
genera! approach to ”.‘Ode"”g O.f contamination port calculations of oil and sulphuric acid spiitsthe
spreading in aqueous environment with one - argkethr )

! ) . \WIloclawek reservoir.
dimensional models was also outlined. The latter i
based on the idea of THREETOX code [2] and its fur The report [1] discusses also computer programs
ther extensions [3]. The code is used to simula2 3 developed in the Centre of Excellence MANHAZ for
hydrodynamics fields, suspended sediment and tokicedetermination of concentration of pollutants inface
transport. The code includes a set of sub-moddis. T waters basing on simplified numerical models recom-
hydrodynamics are simulated on the base of a thremended by International Atomic Energy Agency [3].
dimensional, time-dependent, free surface, primitiv The last part of the report presents modeling syste
equation model. The model equations are written ifor simulation of contamination dispersion in drimdg
Cartesian co-ordinates. The water body is assumed water distribution net EPANET and EPANET-MSX,
be hydrostatic and incompressible. The conceptlidfe the latter is an extension to the original EPANEat
viscosity/diffusivity and Prandtls hypothesis withe allows it to model any system of multiple, intefagt
variable turbulence length scale are used to ddfiee chemical species [5]. These models can be utillned
turbulence stresses. At the free surface all fluxes- crisis centers for quick assessment of threatsechhyg
mentum, heat, etc.) are prescribed. At the bottooh a release of toxic substances to potable water n&svor
the land boundaries the conditions of no diffusie
References

X€s O_f, any property_ gre use_d..The ope_n lateral damyn [1] M. Borysiewicz et al., IAE Report B-52 (200(i
conditions are modified radiation conditions. Polish)

N. Margvelashvily et al., Radiation Protection-D
simetry, 73177 (1997)
International Atomic Energy Agency, Safety Regor

The models were applied to dispersion and trans-

Three-dimensional advection-diffusion equation:[z]
are used to simulate the toxicant transport invwhéer 3]

column and an ordinary differential equation is lap Series, ,Generic Models for Use of Assessing the Im
to simulate concentration of a toxicant averagedrov pact of Discharges of Radioactive Substances to the
the thickness of an upper exchangeable layer dbivot Environment”, Vienna (2001)

deposition. The boundary conditions are: no fluxhef [4 MANHAZ Monograph, Part Ill, Otwock (2006)
toxicants concentration in solute and in the sudpan [°] EPANET 2 Users manual, EPA/600/R-00/57 (2000)

sediments through the water surface, and its fRx
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THE APPLICATION OF MM5 NUMERICAL WEATHER PREDICTION
SYSTEM FOR HIGH RESOLUTION SIMULATIONS

S. Potempski" ?
Ynstitute of Atomic Energy
?|nstitute for Environment and Sustainability, ECCRspra, Italy

For the purpose of atmospheric dispersion mode The best resolution of terrain, land use and vegeta
to be applied in urban areas either in case oflactal tion data sets is 30 sec, which correspond to about
release of hazardous material into atmosphere or f0.9 km (at middle latitudes). Then 1 km grid sige
examining air quality it is absolutely necessanh&wve a reasonable choice for high resolution calculation
accurate meteorological fields in highest possibo-  This in turn means that it can be difficult to siate
lution. This can be obtained by applying a limite@a some very local effects — like impact of the areas,
numerical weather prediction model. One the moswhich shape doesn’t suit very much to the grid (for
popular and mature models is mesoscale model MMexample long and narrow lake).

[1] developed by the Penn State University and NCAF
consortium. In order to use this model for highotes
tion simulations it is necessary to have detailathan
elevation, land use etc. and include special patenne
zation. The data of the resolution of 1 km are labe
from the US Geological Survey. In order to evaluate
different types of parameterizations which can bedu
in MM5 system CCU-CAML lidar measurements (in
particular aerosol vertical profiles) performedispra The MM5 modelling system has a possibility to
station (ltaly) [2] were utilized. In such a waytie®-  include observation data using nudging procedure. |
tion of boundary layer could be done by means on meparticular it could be of some advantage to addrinf
asurement and compared with the predictions oldainemation on vertical profiles. The problem is however
from MMS5 simulations. such, that requested data are often not availabléhé
area of interest. In general coupling of observatio
data with high resolution numerical weather siniatat

is useful if the measured data have good frequancdy

be explained by the boundary layer and/or horidont: OMe from at least a few stations in the domairthis
y y 1y ‘respect the drawback of used lidar station is thate

transport processes. A particular stress was put\ai
o are no nocturnal data.
stigation of boundary layer parameters. The conclu-

sions of the simulations can be summarized asvistlo References
[1] G. Grell et al., A Description of the Fifth-Geration

There is a need for appropriate computer power as
one can roughly estimate the time needed for making
simulations on n nested grid as proportional tonie-
ber of grid points times 3 to the (n-1) power.Hbsld
be also stressed that putting more advanced physics
option makes it necessary to decrease time stayfito
the Courant-Friedrich-Levy stability condition.

A series of numerical simulations were performec
to understand to which extent the lidar-detectealev
tion of the particles distribution along the veaticould

Using MM5 and available data sets it is possible t Penn State/NCAR Mesoscale Model (MM5),
investigate local phenomena in the atmospheric bou NCAR/TN (1995)
dary layer (like mountain breeze or ground invergio [2] S. Potempski et al., Numerical weather simolagiin
but there are some obvious limitations relatedhe t support to the CCU CAML Lidar measurements: pre-

liminary results for the case study of 21st Septmb

following aspects: 2006 IES, Ispra, EUR 22855 (2007)
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APPLICATION OF THE ENSEMBLE SYSTEM
TO ANALYSIS OF ETEX EXPERIMENT

S. Potempski? S. Galmarirfi
Ynstitute of Atomic Energy
?|nstitute for Environment and Sustainability, ECC]Rspra, Italy

The long-range tracer experiments ETEX [1], conENSEMBLE models or any other percentile, in terms
ducted in the autumn 1994, were organized jointly b of statistical parameters (like factors of 2 or Similar
the European Commission, the World Meteorologiceanalysis, with 15 models’ datasets, was also made f
Organization and the International Atomic Energ)ETEX-2 experiment. In comparison with ETEX-1,
Agency. Two different releases of passive tracerwhere a good agreement with measurement data was
(PMCH and PMCP respectively), known as ETEX-Ifound, the analysis of the ETEX-2 case showed some
and ETEX-2, took place in Rennes, France and a nessential discrepancies between the results ofmite
twork of detection stations covering the area fi®wit-  dels and observational data.
zerland to Norway and from the United Kingdom tc
Poland was established to find concentration field:
Then a reliable set of measurement data was obain
which can be used in the validation and evaluatibn
long-range atmospheric dispersion models. In 19@9 t
ENSEMBLE project [2] was set out to addresses ha
monization and coherence issues for emergency me
agement and decision-making in relation to longyean
atmospheric dispersion modeling.

Additional analyses were also performed for a few
weighted models obtained from both ETEX-1 and
ETEX-2 datasets in addition to the median model. In
particular the Bayesian Model Averaging (BMA) algo-
rithm was applied to find the weights for the maglel
corresponding to the probabilities that the modehie
closest one to the observation data. In these seml¥5
and 15 models’ results were used for ETEX-1 and
ETEX-2 respectively.

The participants of the ENSEMBLE project count
most European Meteorological Institutes and nationi
responsible emergency organizations in addition t
Canadian, Japanese, Korean and US American agt
cies. The ENSEMBLE system can be seen as a we
based decision support system for real-time exahan
and evaluation of national long-range dispersiore-fo
casts of nuclear releases with cross-boundary coRse
ences. The created datasets within the ENSEMBL
system can be statistically evaluated to generatews
uncertainty measures of predicted concentratiopsutA
from real-time exercises the ENSEMBLE group wa
also activated to perform simulations both for EFEX
and ETEX-2 experiments [3]. For the purpose of th&eferences
analysis the results of the models’ simulation afi as [1] F. Girardi et al., (Eds), The ETEX project, EGeport
measurement data were put on a regular geographi 181-43 EN, Luxembourg (1998)
grid of 0.5 0.5 resolution and with 3h time step. Made %! (Sz.oc(;)il)manm etal., Atmospheric Environma4607
in 2004, first analysis of the ETEX-1 experimensda [3] S.Potempski et al., Multi-model ensemble asislyf
on 16 models’ dataset by the means of the ENSEMBL the ETEX-2 experiment, submitted Admospheric En-
system, showed that the median of the distributbn vironment
models’ results (“median model”) gave better result
than any other single model or average of the

Relatively good agreement has been found for the
models based on the BMA schemes applied to two
distinct ETEX experiments. Additional comparison
have been made between the combined models created
by the weights calculated in different manner: the
BMA-based and the least square fitting with therave
ge and two medians: the median obtained from the
models’ results of the simulations and the mediah c
culated using probability density function resulfeain
the BMA scheme. In general it can be stated that fo
emergency response purposes the median model can be
considered as a reasonable compromise.
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IMPROVING OFF-SITE EMERGENCY MANAGEMENT:
DEMONSTRATION PROJECTS UNDER EURANOS FRAMEWORK

S. Potempski 2 S.Galmarirfi
Ynstitute of Atomic Energy
?|nstitute for Environment and Sustainability, ECCRspra, Italy

The EU integrated project “European approach tENSEMBLE modelling community and relating to a
nuclear and radiological emergency management a specific release case.
rehabilitation strategies” (EURANOS) was establishe
to harmonize European efforts in improvement of off
site emergency in case of nuclear accident anywinere
Europe. The MANHAZ centre of the Institute of Ato-
mic Energy acting as the Technical Support Organis
tion for the Centre for Radiation Events of the ibiadl
Atomic Energy Agency is also involved in the prajec
In 2007 a main demonstration subproject was edtitle
“ENSEMBLE evaluation of long-range atmospheric
dispersion forecasts from national weather andipred
tion services”.

The ENSEMBLE system has been perceived by
the participants of the CAT2DEMO02 demonstration
project as a very useful tool in supporting decisio
makers in case of nuclear emergency [1]. The multi-
model approach is seen as relevant for emergency re
sponse because it can assist in producing moratscie
fically justified judgment on the radiological sition
during such an event. In particular, verificatiohna-
tional dispersion calculation results can be easéy-
formed by the means of the ENSEMBLE system. Po-
ssibility of detailed and objective comparison dffed

The purpose of all demonstration projects is atso irent models is a great value of the system. T ez imdi-
engage National Emergency Centres using RODOS tion provided by the ENSEMBLE system can be very
specific exercises, where they could test bothftine-  useful for early phase of the nuclear accidenertsa-
tionality and the usability of RODOS for specifiom ly in case of the transboundary issues.

NPP issues. The objective of the demonstratiorether
re was twofold, to gain the experience in operating
using RODOS for non NPP events and to provide fe
edback on both the usefulness and the improvemei
needed within RODOS.

The system is seen as user friendly and easy to
operate. Nevertheless the participants suggeste® so
further improvements. Some of the proposed improve-
ments are already in the new version of the system,
which appeared in the meantime. For example, it con

The aim of the mentioned above subproject on ojcerns GIS-like approach for the presentation of the
erability of RODOS and ENSEMBLE systems was tcresults in the system.
demonstrate the adequacy of the ENSEMBLE approa
and system to support the decision making in thiky ea
phase of an accident.

Some participants suggested also the need of more
training before practical use of the system, asstjwe
tem was originally designed for meteorological cesit

All the opinions and suggestions presented in thwhere understanding of the ensemble methodology is
institutional reports have been grouped into thHéofo higher than in emergency centres.

wing categories: The most critical part of the system is related to

1. Relevance of the dissemination of multiple modethe ENSEMBLE-RODOS interface. All the participants

forecasts for emergency response. would like to have a possibility of calculating @ss
2. Adequacy of the ENSEMBLE system for emer-basing on the concentration fields available in the
gency management centres. ENSEMBLE system. However, currently this interface
3. User interface, design, functionality. can be treated rather as a premature prototypédd3es
4. Adequacy of the ENSEMBLE-RODOS interface. there are other unsolved elements, related to ¢dck
5. Other aspects. consistency between both systems: ensemble approach

A special session of the ENSEMBLE system wa for dealing with uncertainties is not incorporatetb
organized for the demonstration project CAT2DEMO02the RODOS system by any means.

All participating institutes received proper usBr and Additionally some operational aspects should be

password to access this session. The session fudlg a ; . )
functional version of the ENSEMBLE system where.SOIVed in case of inclusion of the ENSEMBLE system

the specific dataset for the demonstration wereil—avaInto national emergency plans.

able. By accessing the system each users had #is& pcReferences

bility to operate the ENSEMBLE system with the ®ol [1] B. Tomic et al., EURANOS: Summary Report for
using actual datasets as usually produced by tl.. CAT2DEMO2, EURANOS(DEM2)-TN(07)-01 (2007)
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SECURITY OF INDUSTRIAL CONTROL SYSTEMS

M. Borysiewicz
Institute of Atomic Energy

Recently, several factors have raised concern abcsystem components, and requirements for the pHysica

the security of industrial control systems (ICS)iath
are key components of much of national criticatanf
structures including the electric power, water amder
treatment, oil and gas production and distributam
well as industrial and military manufacturing. ggjr

environment and protection of the system. The géal
this aspect of analysis and design is to definergtgc
requirements for subsystems or system components at
the lowest possible level while at the same tintaine

ing the required level of assurance and securitc-fu

there has been a general trend to replace specializtionality for the integrated system as a whole. $beu-

control devices, particularly controllers and conminu

rity subsystem includes both the information ted¢hno

cations elements, with general purpose computer egogy based components and the non-information tech-
ipment and associated data communications technnology based elements implemented via policies and

logy. Second, many companies have chosen to intcoperating procedures.

connect certain parts of their process control oegtw
with their corporate intranet once they have intioat

general-purpose equipment into the process contr

system.

Particular attention is myite
the interaction and dependencies between the sgcuri
subsystem and the overall industrial control system

The System Target of Evaluation (STOE) deals
with protecting data confidentiality, data integraand

To help industry address these issues, the Natior system availability without interfering with safesys-
Institute of Standards and Technology (NIST) hais-in tem functions. Data integrity focuses on protegtiata
ated an industry wide group called the Processr8isnt flows to and from the controller and the other I&Bn-

Security Requirements Forum (PCSRF) [1].

Theponents or subsystems. The STOE is also intended to

PCSRF is developing its security specificationsgsi protect system availability to assure continuity o
the Common Criteria (CC). The CC, ISO/IEC 1540¢erations. The STOE consists of the security sesvice

[2], is a meta-standard of criteria and constrused to
develop security specifications in support of thealea-

and procedures, both automated and manual, whech ar
designed to meet the security objectives defined to

tion of products and systems. The specificatiorfsxde counter threats to the ICS. The recent work [5pr&}
and characterize the security problem including a:sents the development of structured methods IC8-sec
sumptions about the operational environment, threarity analysis including STOE framework.

that may be encountered and policies that mustnbe ¢

forced. Also characterized is the intended apprdach
eliminate, minimize or monitor defined threats, an(y

enforce stated policy.

The PCSRF has developed the Security Capabi[z]

ties Profile (SCP) [3] as a first step towards digye
ment of protection profiles for industrial contreys-
tems. (SPP-ICS) [4]. It is an extension of the IEC

15408 Common Criteria to support integrated systems .

The SPP-ICS specifies the integrated set of sec
rity requirements for industrial control systemsheT

integrated set of requirements includes requiresnfemt

operating policies and procedures, requirements f
information technology based system components,

requirements for interfaces and interoperabilitinmen
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USE OF HPAC PACKAGE FOR RISK SIMULATION IN RELEASE
OF DANGEROUS SUBSTANCES IN THE ATMOSPHERE

M. BorysiewicZ', J. Dyczewski, M. A. BorysiewicZ
Ynstitute of Atomic Energy
?|nstitute of Electron Technology, Warsaw

One of the current objectives for Centre of Excel The scenario conditions can be set in great detail,
lence MANHAZ is acquiring the ability to calculate taking into consideration many factors which may in
scenarios for crisis situation management for chami fluence the consequences of the release, incluiieg
and radiological emergencies, especially in urbeas  description of the CBN agent used (species, quantit
The main tool used for this purpose is the U.SeDe¢ container type, localisation) and its carrier, ibealisa-
Threat Reduction Agency’'s Hazard Prediction antion of the event, current and forecast meteorchigi
Assessment Capability (HPAC) code enabling the us conditions, local topology, urban geometry and lging
to simulate risks arising from releases of dangeroibuilding interior geometry. For the selected scienar
substances to the atmosphere. HPAC provides calculated contaminant concentration
and risks as well as predictions of their dispersiothe
environment. The MANHAZ implemented the HPAC
code and carried out pilot calculations for sevéyeh-
tions in Warsaw to test the applications of theecod
The report [1] describes the HPAC code possihdlitie
and the work methodology and can be treated as a
documentation for the Polish user of the code.

HPAC enables the calculation of a range of diffe
rent chemical/biological/nuclear (CBN) agent reteas
scenarios, which include scenarios taking place:

- in a chemical/nuclear/industrial facility,

- in an urban environment,

- during transport,

- as aresult of using a chemical/radiological veegp

- as a result of intercepting a missile with a CBMNReferences
load. [1] M. Borysiewicz, et.al., Report B—48 (200 Polish)

PRESENTATION OF FLUENT PACKAGE CAPABILITIES

M. Borysiewicz, L. Czerski, H. Wojciechowicz
Institute of Atomic Energy

The CFD (Computational Fluid Dynamics) pro-over recent years. While many of the simpler disioer
grams allow detailed calculational analysis ofuidl models are based on a set of prescribed meteortdogy
flows in complex environment, eliminating the necescalculate dispersion, the CFD approach has thétabil
sity of time-consuming and expensive experiment:of coupling the wind field to dispersion processHsis
investigations during the design and modernizatiohas distinct advantages when very detailed resuéts
cycle of devices. The CFD programs allow to get threquired, such as for the case where the releases o
essential information about flow of liquid (the ¢éayt of  around buildings and within urban areas. CFD a&® h
velocity field, pressure field), the heat and maassfer great flexibility as a testbed for turbulence madel
including chemical reactions. which has important implications for atmospherie di

The CFD models are used in industries incIudianperSIon problems.

aerospace, automotive, chemical processing, pow The accurate prediction of the spread of dangerous
generation, heating, ventilation, air conditionif@p-  substances is important for scenarios that helpréa
medical, oil and gas, marine and many others. Froparing for possible attacks, as well as in the ysisl
ventilation comfort in large buildings to the tistescale and damage assessment that follows an event.

in micro-pumps and nanotechnology, a wide range ¢
problems can be addressed due to the scalablesrattur
fluid dynamics. Specialized models for combustion
reacting flows and radiation, rotating machinergce
tronics cooling and many other applications, hel|
provide the insight into equipment and processgs-re References

ired to increase production, improve longevity an(l] M. Borysiewicz et al., IAE Report B-53 (2007)
decrease waste. (in Polish)

The IAE report [1] includes description of CFD
package FLUENT adapted to cluster of computers in
the Centre of Excellence “MANHAZ” enabling parallel
processing and calculation examples.

The application of Computational Fluid Dynamics
(CFD) to the understanding of urban wind flow and
dispersion processes has gained increasing attentio
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THE EXPERIMENTAL STUDY OF VOCs REMOVAL
FROM EXHAUST GASES USING THE ELECTRON BEAM

FROM AN ACCELERATOR
A. G. ChmielewsKj A. Ostapczuk J. Licki?
Ynstitute of Nuclear Chemistry and Technology, \&farsPoland
?nstitute of Atomic Energy

Volatile organic compounds (VOCs) are release removal of particulate substance from a sample gas.
into atmosphere from various industrial proces$bg-  After filtration, the sample gas was transportetigh
ir main origins are: mobile sources, organic solvera heated stainless steel tube to a dry-ice-coaaden-
application, petroleum industry, combustion of fbss sate trap (to separate a condensate) and to algaipa
fuels (industrial and non-industrial), waste treamtn tion tubes (two tubes of XAD-2 resin and one tulbe o
and disposal. Emission of VOC to the atmosphere ciactivated carbon). Gas filters and gas transpdited
cause stratospheric ozone layer depletion, groewel | were kept at the same temperature of 180°C to avoid
photochemical ozone formation and toxic or carcinacondensation. In each run, the sampling flow rads w
genic human health effects. VOCs contribute to thof 1l/min and the gas volume sample was about
global greenhouse effect. The reduction of VOCssemi 300 liters. After completion of the sampling theneo
sion is of a growing concern of international comve densate trap and sorbent tubes were hermetically cl
tions as well as EU Directives. The purpose of thised, wrapped in aluminium foil and shipped to tdsot
project was to study the concentration of VOCs &mit ratory in a portable refrigerator. Samples werdyaneal
from combustion of the light fuel oil Ekoterm-Plusin the following 48h (to prevent degradation) usimg
(PKN Orlen, Plock) and their removal efficiencyngi GC/MS system, manufactured by Shimadzu (Japan).
the electron beam from an accelerator. The ligét dl
Ekoterm-Plus (Table 1) is commonly used for resider

tial heating in the municipal and living sectorsRo- very low concentrations of Sin the range 20-

35 ppmv) and NOx (in the range 15-25 ppmv) occurred

land. in the flue gas. Table 2 presents the VOCs idextifn
Table 1. Properties of light fuel oil Ekoterm-Plus. the light oil combustion gases.
Property Unit  Value Table 2. VOCs identified in the light oil combustgases.
Density at 15°C kg/in  830.8 ;
Kinemgtic viscosity at 20°C cht 3.88 Compounds Subgroup Cor;lc\:lir%tratlon
High heating value MJ/kg 42.6 group (kg ]
Sulfur content % wt. 0.04 Aliphatic Alkanes 10
Water content % wt. 0.015 hydrocarbons Alkenes 10t
Ash content %wt. 0.002 Aromatic hydrocarbons BTX 10%-10°
Pour point °C -30 .
Flash point C 66 PA_H_ . 2-and ?’_anEd 104167
Oxidized aromatic Aromatic acids ~ 10-10?
Aromatic  alde- 10-10?
The study was performed in the laboratory plant hydes
[1] at Institute of Nuclear Chemistry and Techngl@g Hydrocarbons Aromatic alcohols 10107
Warsaw. The oil was burned by a Jet 4.5 EV bumeHydrocarbons contain-Thiophenes 10
The obtained flue gas was irradiated in a processel  jng sulphur Thiazoles 10
(PV) by the electron beam from the ILU-6M accelera-
tor. At the inlet PV, the sample gas was extradted The identified volatile organic compound occurred

analysis of flue gas composition by two independerin low concentrations ofig/Nnv. Among them in the
systems. The SOand NO/NQ concentrations were higher concentrations of 10-1Q@®/Nm’® were detected:
continuously determined by a set of two extractigs aromatic hydrocarbons, oxidized aromatic hydrocar-
analyzers The Model 10A/R (chemiluminescencibons and 2- and 3-ring PAHs. The main adverse envi-
NO/NOx analyzer) and the Model 40 (pulsed fluoresronmental impacts of VOCs are connected with the
cent SQ analyzer), manufactured by the Thermo Envi photochemical ozone formation in the atmosphere. In
ronmental Instrument Corporation (USA). the case of this flue gases these effects wergnitfisi
cant due to the low identified concentration of NO
which is necessary for these photochemical reagtion
The 2- and 3- ring PAHs do not reveal the carcinage
effect on humans. Thus the total environmentaltieac
ity of this flue gas is very low.

Organic pollutants occur in flue gas in two phase:
particulate phase and gas phase consisting of séamiv
tile and volatile compounds with boiling points héay
than 100°C. The project was dedicated to gas pha
volatile compounds. Their concentrations were dete
mined by an off-line method. The sample probe waReferences
made from stainless steel and was fitted with liegsss [1]  A. G. Chmielewski et al., IAEA-SM-325/124, Viean
filters. Two ceramic coaxial filters were used the (1992)
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